
 

  

 

Get Instant Access to Vital 

Exam Acing Materials | Study 

Guide | Sample Questions | 

Practice Test 

 

CISCO 500-285
Cisco CCNS Intrusion Prevention System Certification 

Questions & Answers 

   
 

 

500-285 

Cisco Certified Network Specialist Intrusion Prevention 

System 

55 – 65 Questions Exam – Variable (750-850 / 1000 

Approx.) Cut Score – Duration of 90 minutes 

http://www.nwexam.com/
https://www.youtube.com/channel/UCjBwc1zJvbkP-xyLZ3J18sw?view_as=subscriber
https://twitter.com/NWExam
https://www.instagram.com/nwexam/
https://www.facebook.com/nwexam/
https://www.cisco.com/c/en/us/training-events/training-certifications/exams/current-list/500-285p.html
https://www.cisco.com/c/en/us/training-events/training-certifications/exams/current-list/500-285p.html


        500-285 Exam Questions 

 

Cisco CCNS Intrusion Prevention System Certification Practice Exam 1 
 

 

Table of Contents: 

Discover More about the 500-285 Certification ................. 2 

Cisco 500-285 CCNS Intrusion Prevention System 

Certification Details: .......................................................... 2 

Broaden Your Knowledge with Cisco 500-285 Sample 

Questions: ......................................................................... 2 

Avail the Study Guide to Pass Cisco 500-285 CCNS 

Intrusion Prevention System Exam: .................................. 5 

Career Benefits: ................................................................ 6 

 

 

  

http://www.nwexam.com/


        500-285 Exam Questions 

 

Cisco CCNS Intrusion Prevention System Certification Practice Exam 2 
 

Discover More about the 500-285 Certification 

Are you interested in passing the Cisco 500-285 exam? First discover, who 

benefits from the 500-285 certification. The 500-285 is suitable for a candidate if 

he wants to learn about Channel Partner and Other. Passing the 500-285 exam 

earns you the Cisco Certified Network Specialist Intrusion Prevention System title. 

While preparing for the 500-285 exam, many candidates struggle to get the 

necessary materials. But do not worry; your struggling days are over. The 500-285 

PDF contains some of the most valuable preparation tips and the details and 

instant access to useful 500-285 study materials just at one click. 

Cisco 500-285 CCNS Intrusion Prevention System 

Certification Details: 

Exam Name 
Securing Cisco Networks with Sourcefire Intrusion 

Prevention System 

Exam Number 500-285 SSFIPS 

Exam Price $300 USD 

Duration 90 minutes 

Number of Questions 55 - 65 

Passing Score Variable (750-850 / 1000 Approx.) 

Exam Registration PEARSON VUE 

Sample Questions Cisco 500-285 Sample Questions 

Practice Exam 
Cisco Certified Network Specialist Intrusion Prevention 

System Practice Test 

Broaden Your Knowledge with Cisco 500-285 

Sample Questions: 

Question: 1  

What are the two categories of variables that you can configure in Object Management? 

a) System Default Variables and FireSIGHT-Specific Variables 

b) System Default Variables and Procedural Variables 

c) Default Variables and Custom Variables 

d) Policy-Specific Variables and Procedural Variables 

Answer: c 

http://www.nwexam.com/
https://www.nwexam.com/cisco/cisco-500-285-certification-exam-sample-questions-and-answers
https://home.pearsonvue.com/cisco
https://www.nwexam.com/cisco/cisco-500-285-certification-exam-sample-questions-and-answers
https://www.nwexam.com/cisco/500-285-securing-cisco-networks-sourcefire-intrusion-prevention-system-ssfips
https://www.nwexam.com/cisco/500-285-securing-cisco-networks-sourcefire-intrusion-prevention-system-ssfips
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Question: 2  

When adding source and destination ports in the Ports tab of the access control policy rule 

editor, which restriction is in place? 

a) The protocol is restricted to TCP and UDP. 

b) The protocol is restricted to UDP only. 

c) The protocol is restricted to TCP only. 

d) The protocol is restricted to TCP or UDP. 

Answer: d 

Question: 3  

Which option transmits policy-based alerts such as SNMP and syslog? 

a) the managed device 

b) the host 

c) FireSIGHT 

d) the Defense Center 

Answer: a 

Question: 4  

FireSIGHT uses three primary types of detection to understand the environment in which it is 

deployed. Which option is one of the detection types? 

a) protocol layer 

b) application 

c) objects 

d) devices 

Answer: b 

Question: 5  

How do you configure URL filtering? 

a) Add blocked URLs to the global blacklist. 

b) Create a Security Intelligence object that contains the blocked URLs and add the object 

to the access control policy. 

c) Create an access control rule and, on the URLs tab, select the URLs or URL categories 

that are to be blocked or allowed. 

d) Create a variable. 

Answer: c 

http://www.nwexam.com/
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Question: 6  

Controlling simultaneous connections is a feature of which type of preprocessor? 

a) rate-based attack prevention 

b) detection enhancement 

c) TCP and network layer preprocessors 

d) performance settings 

Answer: a 

Question: 7  

One of the goals of geolocation is to identify which option? 

a) the location of any IP address 

b) the location of a MAC address 

c) the location of a TCP connection 

d) the location of a routable IP address 

Answer: d 

Question: 8  

When you are editing an intrusion policy, how do you know that you have changes? 

a) The Commit Changes button is enabled. 

b) A system message notifies you. 

c) You are prompted to save your changes on every screen refresh. 

d) A yellow, triangular icon displays next to the Policy Information option in the navigation 

panel. 

Answer: d 

Question: 9  

FireSIGHT recommendations appear in which layer of the Policy Layers page? 

a) Layer Summary 

b) User Layers 

c) Built-In Layers 

d) FireSIGHT recommendations do not show up as a layer. 

Answer: c 

  

http://www.nwexam.com/
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Question: 10  

Which option is true regarding the $HOME_NET variable? 

a) is used by all rules to define the internal network 

b) defines the network the active policy protects 

c) has a default value of "all" 

d) is a policy-level variable 

Answer: b 

Avail the Study Guide to Pass Cisco 500-285 CCNS 

Intrusion Prevention System Exam: 

● Find out about the 500-285 syllabus topics. Visiting the official site offers an 

idea about the exam structure and other important study resources. Going 

through the syllabus topics help to plan the exam in an organized manner. 

● Once you are done exploring the 500-285 syllabus, it is time to plan for 

studying and covering the syllabus topics from the core. Chalk out the best 

plan for yourself to cover each part of the syllabus in a hassle-free manner. 

● A study schedule helps you to stay calm throughout your exam preparation. 

It should contain your materials and thoughts like study hours, number of 

topics for daily studying mentioned on it. The best bet to clear the exam is 

to follow your schedule rigorously. 

● The candidate should not miss out on the scope to learn from the 500-285 

training. Joining the Cisco provided training for 500-285 exam helps a 

candidate to strengthen his practical knowledge base from the certification. 

• Learning about the probable questions and gaining knowledge regarding the 

exam structure helps a lot. Go through the 500-285 sample questions and 

boost your knowledge 

• Make yourself a pro through online practicing the syllabus topics. 500-285 

practice tests would guide you on your strengths and weaknesses 

regarding the syllabus topics. Through rigorous practicing, you can 

improve the weaker sections too. Learn well about time management 

during exam and become confident gradually with practice tests. 

http://www.nwexam.com/
https://www.nwexam.com/cisco/cisco-500-285-certification-exam-syllabus
https://www.nwexam.com/cisco/cisco-500-285-certification-exam-sample-questions-and-answers
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Career Benefits: 

Passing the 500-285 exam, helps a candidate to prosper highly in his career. 

Having the certification on the resume adds to the candidate's benefit and helps 

to get the best opportunities. 

 

Here Is the Trusted Practice Test for the 500-285 

Certification 
NWExam.com is here with all the necessary details regarding the 500-285 exam. We 

provide authentic practice tests for the 500-285 exam. What do you gain from these 

practice tests? You get to experience the real exam-like questions made by industry 

experts and get a scope to improve your performance in the actual exam. Rely on 

NWExam.com for rigorous, unlimited two-month attempts on the 500-285 practice 

tests, and gradually build your confidence. Rigorous practice made many aspirants 

successful and made their journey easy towards grabbing the Cisco Certified Network 

Specialist Intrusion Prevention System. 

Start Online practice of 500-285 Exam by visiting URL 

https://www.nwexam.com/cisco/500-285-securing-cisco-networks-

sourcefire-intrusion-prevention-system-ssfips 

http://www.nwexam.com/
https://www.nwexam.com/cisco/500-285-securing-cisco-networks-sourcefire-intrusion-prevention-system-ssfips
https://www.nwexam.com/cisco/500-285-securing-cisco-networks-sourcefire-intrusion-prevention-system-ssfips
https://www.nwexam.com/cisco/500-285-securing-cisco-networks-sourcefire-intrusion-prevention-system-ssfips
https://www.nwexam.com/cisco/500-285-securing-cisco-networks-sourcefire-intrusion-prevention-system-ssfips

